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APPLICATION NOTE

WRITE PROTECTION

IN THE 12C and XI°C EEPROM FAMILIES

Among the non-volatile memories available today,
the EEPROM is one of the most flexible memories
which can be read, erased and written by byte or
by block of bytes. This flexibility is appreciated in
many applications but one aspect of flexibility in
non-volatile memories is to not accept to store (and
retain!) erroneous data. The EEPROM has there-
fore to offer an Erase/Write protectfunctionin order
to prevent erroneous Erase/Write cycles occuring.
The ST24/25xxx serial EEPROMs compatible with
the I12C protocol, offer several features for protect-
ing the data stored in the memory.

GLOBAL CONTROL OF THE ERASE/WRITE
PROTECTION

Write Control Feature

The Write Control security feature (WC signal) is a
global memory protection. In addition to the data
line SDA andthe serial clock SCL, the Write Control
input signal can be driven to enable or inhibit the
execution of an incoming Write command. When
driven low (WC=0), the EEPROM can be accessed
(Erase/Write), when driven high (WC=1), the
EEPROM cannot be accessed (no Erase/Write).
This WC input pin is driven by the bus master or by
some other circuitry.

Dynamic Drive of the Write Control Signal

In order to get the best protection of data within the
EEPROM, the bus master has to setthe EEPROM
in the Write protect mode; inthis configuration, data
stored in the memory cannot be modified. When
the bus master has to write in the EEPROM, the
bus master first deselects the memory protection
(by driving low the WC pin), secondly writes and
thirdly sets back the memory protection.

Address Counter Status

When using the Page Write instruction with the WC
protection disabled (WC pin is driven low), the
EEPROM internal address counter is incremented
after each received byte and, in the case of the last
received byte, it will set the EEPROM internal
address counter to the right value for the first byte
of the following Page Write command. When using
the Page Write mode with the WC protection en-
abled (WC pinisdriven high), the EEPROM internal
address counter is incremented after each re-
ceived byte except for the last received byte; the
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EEPROM internal address counter remains at the
last received byte address.

SELECTIVE CONTROL OF THE ERASE/WRITE
PROTECTION

Write Protect Enable Feature

In addition to the Write Control feature, a second
protection feature is offered on the ST24/25xxx
devices with the help of the input pin PRE. This
Protect Enable feature, associated to the PRE pin,
is based on external and internal conditions, the
external part is driven by the PRE pin and the
internal part (software) allowing the definition of the
size of the memory to be write controlled.

The memory area to be write protected is defined
by an address pointer whose value is stored in the
top byte of the memory (address 1FFh, 3FFh
and 7FFh for ST24/25W04, ST24/25W08 and
ST24/25W16 respectively). All the bytes between
this top address and the address defined by the
address pointer are protected if the PRE condition
is met, as detailed further on. The maximum size
of the protected memory is one half of the whole
memory for ST24/25W04 and ST24/25W16, one
quarter of the whole memory for ST24/25W08 (see
Figure 2).

Figure 1. EEPROM Interface with Write
Control Line
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PRE Software Sequence

The complete sequence in order to protect an area
is the following:

a. PRE pin is driven low (by the bus master)

b. Write the data inside the areato be write pro-
tected

c. Write the top byte. The Most Significant Bits
(MSB) part of the top byte is the address pointer
(see Figure 4 and Figure 5), the Least Signifi-
cantBits (LSB) are the control bits among which
the Write Protect Disable Flag (bit 2) has to be
set to 'O’ for enabling the write control feature.

d. PRE pinis driven high (by the bus master)

Data above the byte pointed by the address pointer
are now write protected, they cannot be modified
and are functionally equivalentto a ROM block.

Static and Dynamic PRE Control

The PRE pin may be driven dynamically by the bus
master or wired to Vcc (or Vss).

The dynamic drive from the bus master is per-
formed in the same way that the WC pin driven.
When the bus master has to write in the EEPROM,

Figure 2. PRE Protected Areas

the bus master first deselects the memory protec-
tion, secondly writes and third sets back the PRE
pin active. However, this dynamic mode does not
make sense when the bus master controlsthe WC
pin. The static drive of PRE is generally used with
the help of a pull-up resistor, as shown in Figure 3.

The external pull-up resistor on PRE input pin
allows the following steps:

— Initialization of the securearea: the EEPROM
after insertion in the application board can still be
driven externally by forcing the PRE pin to OV
(typically a short circuit to Vss pin); under these
conditions, the application designer may write
application data (such as fabrication date, serial
number, customer or dealer area, ...) and ad-
dress pointer value which must stay unmodified
when running the application. Once the PRE
protected area is written, the external PRE short
circuit is released.

— When delivered to the end user , the data
written in the PRE protected area cannot be
modified (the external pull up resistor on PRE
disables the Erase/Write access to this area),
only the complementary area inside the
EEPROM can be fully accessed.

1FFh | ADDRESS POINTER 3FFh | ADDRESS POINTER 7FFh | ADDRESS POINTER
PROTECTED AREA PROTECTED AREA PROTECTED AREA
100h pe==semsmmcaemamaay - 300h fre=ssmmmemaamanay - 400h fee=ssmmmemeamanaay -
Max Max Max
300h ¥
—_ —_ 200h ¥
100h T
000h 000h 000h
ST2xW04 ST2xW08 ST2xW16
ST2xC04 ST2xCO08 ST2xC16
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Leaving the PRE Mode

The PRE protected mode is active if the two follow-
ing conditions are true: PRE pin is driven high and
bit 2 of the protected memory Address Pointer (top
location byte) is '0’. If one of these conditions is not
true, the PRE protectionisnolonger active. In order
to leavethe PRE mode, the following sequence has
to be run:

— PRE pin is driven low

— The Address Pointer (top location byte) is written
with OFFh to freeze the PRE protection and to
reset the Address Pointer value.

More About the Address Pointer

The Address Pointer slightly differs with the
ST24/25Wxx memory capacity. The following de-
tails the structure of this Address Pointer for each
memory.

The ST24/25W04 and the ST24/25W08 have the
same address pointer, as shown in Figure 4.

The address pointer consists of the 5 MSB (b7-b3)
ofthe bytelocated at address 1FFh (ST24/25W04),

Figure 3. Write Protect Enable Static Drive

3FFh (ST24/25W08) with the 3 least significant bits
being forced to '0’ in all cases. Such an address
pointer can define a protected area with a maxi-
mum size of 256 bytes, by steps of 8 bytes (be-
cause the 3 LSB are forced to '0").

The ST24/25W16 offers a larger address pointer,
as shown in Figure 5.

The address pointer consists of the 4 MSB (b7-b4)
of the byte located at address 7FFh, the 4 least
significant bits being forced to "0’ in all cases. Such
an address pointer can define an address with a
maximum range of 256 bytes, by steps of 16 bytes.
In addition to this address pointer, two additional
bits are selecting the block number (Block 0,1, 2 or
3) within which the (b7-b4) address pointer is de-
fining the boundary of the protected area.

The size of the protected area is therefore ex-
tended up to 4 x 256 = 1024 bytes. These two
additional bits (protect block) are driven by the
logical level applied on input pins PBO,PBL1.
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Figure 4. Address Pointer in 4K and 8K Devices

Top Byte | b7 [b6|b5|bd]b3jJ0]JO0]O

PROTECTED AREA

000h

ST2xWO04, ST2xW08
ST2xC04, ST2xC08
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Maximum Size
= 256 bytes

Figure 5. Address Pointer in 16K Device

) . 7FFh | b7 b6 b5bdajJOjJoOjoOjoO
Maximum Size
= 1024 bytes
PROTECTED AREA
- —_—
000h
ST2xW16
ST2xC16
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AN404 Application Note

PRE PROTECTION AND DEVICE PIN-OUT

The WriteProtect Enablefeature is not available on
all the ST24/25Cxx, ST24/25Wxx devices there-
fore the application designer should note that the
pin-out of the ST24/25Cxx, ST24/25Wxx devices
may differ for pins 1, 2 and 3. This device specific
pin-out is related to the 1°C bus protocol when
addressing devices of different memory size: for
each ST24/25Cxx, ST24/25Wxx devices, the 4
MSB of the first byte (Device Select) are constant
(1010), the following bits have a specific function
dedicated to the size of the memory.

The following paragraph review the detail of each
ST24/25Cxx, ST24/25Wxx device and the relation-
ship between the pin-out and the PRE function.

ST24/25C01, ST24/25W01 (128 bytes)

The Device Select byte is composed of:
b7 b0

|l 2 [ o 1] o |e]|el]€e0]|rw]

where:

— E2is the upper bit of the Device Selectcode (this
bit value must be identical to the value applied
on pin Chip Enable 2).

— E1 is the middle bit of the Device Select code
(this bit value must be identical to the value
applied on pin Chip Enable 1).

— EOQisthe lower bit of the Device Select code (this
bit value must be identical to the value applied
on pin Chip Enable 0).

The Address Byte handles 7 significant bits, the
MSB is a Don’t Care bit (the ST24/25C01,
ST24/25W01 is a 128 bytes memory, therefore
addressed with only 7 bits). Pins 1, 2,3 are EO, E1,
E2 Chip Enable input pins (see Figure 6), this
device does not offer the PRE feature.

ST24/25C02, ST24/25W02 (256 bytes)

The Device Select byte is composed of:
b7 b0

2 (o1 o & a]e [aw]

where:

— E2is the upper bit of the Device Selectcode (this
bit value must be identical to the value applied
on pin Chip Enable 2).

— E1 is the middle bit of the Device Select code
(this bit value must be identical to the value
applied on pin Chip Enable 1).

— EOisthe lower bit of the Device Select code (this
bit value must be identical to the value applied
on pin Chip Enable 0).

The Address Byte handles 8 significant bits (the
ST24/25C02,ST24/25W02is a 256 bytes memory,
therefore addressed with 8 bits).

Pins 1, 2, 3 are EO, E1, E2 Chip Enable input pins
(see Figure 6), this device does not offer the PRE
feature.

ST24/25C04, ST24/25W04 (512 bytes)

The Device Select byte is composed of:
b7 o]0)

(2 o [ 2o e [aw]

where:

— E2isthe upper bit of the Device Select code (this
bit value must be identical to the value applied
on pin Chip Enable 2).

— E1 is the middle bit of the Device Select code
(this bit value must be identical to the value
applied on pin Chip Enable 1).

— A8 is the Memory Block number. A8 may also be
considered as the upper bit of the address.

The Address Byte handles 8 significant bits (the
ST24/25C04, ST24/25W04 is a 512 bytes memory
splitted in 2 blocks of 256 bytes addressed with 8
bits). Pins 2, 3 are E1, E2 Chip Enable input pins
(see Figure 6), pin 1 is the PRE input pin.

ST24/25C08, ST24/25W08 (1024 bytes)

The Device Select byte is composed of:
b7 b0

(2 [ o [ 2] o ] o]

where:

— E2isthe upper bit of the Device Select code (this
bit value must be identical to the value applied
on pin Chip Enable 2).

— A9,A8is the Memory Block number. A9,A8 may
also be considered as the upper bits of the
address.

The Address Byte handles 8 significant bits (the
ST24/25C08, ST24/25W08 is a 1024 bytes mem-
ory splitted in 4 blocks of 256 bytes addressed with
8 bits). Pin 3is E2 Chip Enable input pin (see Figure
6), pin 2 is unused and pin 1 is the PRE input pin.
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ST24/25C16, ST24/25W16 (2048 bytes)

The Device Select byte is composed of:
b7 b0

(2 [ o[ 1] o [aw] | [rw]

where:

— A10,A9,A8 is the Memory Block number.
A10,A9,A8may also be considered as the upper
bits of the address.

The Address Byte handles 8 significant bits (the
ST24/25C16, ST24/25W16 is a 2048 bytes mem-
ory splitted in 8 blocks of 256 bytes addressed with
8 bits). Pin 1 is the PRE input pin, pins 2 and 3 are
selecting the block of memory inside which the PRE
pointer is defining the boundary of the protected
area.

Figure 6. Pin Connections Compatibility in the |

ST24/25E16, ST24/25E32, ST24/25E64

The Device Select byte is composed of:
b7 o]0)

|1 o 1o |e2]|er]ceo|rw]

where:

— E2isthe upperbit of the Device Select code (this
bit value must be identical to the value applied
on pin Chip Enable 2).

— E1 is the middle bit of the Device Select code
(this bit value must be identical to the value
applied on pin Chip Enable 1).

— EOisthe lower bit of the Device Select code (this
bit value must be identical to the value applied
on pin Chip Enable 0).

The ST24/25E16 Address Bytes handle 16 bits (the

11 Lower bits are significant). Pins 1, 2, 3 are EO,

E1, E2 Chip Enable input pins.

The ST24/25E32 Address Bytes handle 16 bits (the

12 Lower bits are significant). Pins 1, 2, 3 are EO,

E1, E2 Chip Enable input pins.

The ST24/25E64 Address Bytes handle 16 bits (the

13 Lower bits are significant). Pins 1, 2, 3 are EO,

E1, E2 Chip Enable input pins.

The ST24/25E16, ST24/25E32, ST24/25E64 do
not offer the PRE feature.

2C and XI2C Product Families

E64
E32 C16 C08 C04 C02
E16 W16 W08 W04 W02

ST2xCO01 Co2 C04 C08 Ci6 E32
ST2xW01

E64

w02 W04 W08 W16 EI16

E1 PBO NC E1l El El1[]2
E2 PB1 E E2 E2 E2[]3

Vss Vss Vss Vss Vss Vssll4

EO PRE PRE PRE EO0O EO[[1 ™ 8[lVcc Vcc Vec Vee Vee Vec

7qwC WC WC WC WC WC
6[JSCL SCL SCL SCL SCL SCL
5[]SDA SDA SDA SDA SDA SDA
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Information furnished is believed to be accurate and reliable. However, SGS-THOMSON Microelectronics assumes no responsibility for the
consequences of use of such information nor for any infringementof patents or other rights of third parties which may result from its use. No
license is granted by implication or otherwise under any patent or patent rights of SGS-THOMSON Microelectronics. Specifications mentioned
in this publication are subject to change without notice. This publication supersedes and replaces all information previously supplied.
SGS-THOMSON Microelectronics products are notauthorized for use as critical components in life support devices or systems without express
written approval of SGS-THOMSON Microelectronics.

0 1995 SGS-THOMSON Microelectronics - All Rights Reserved

Purchase of I°C Components by SGS-THOMSON Microelectronics, conveys a license under the Philips
12C Patent. Rights to use these components in an I°C system, is granted provided that the system conforms to
the I°C Standard Specifications as defined by Philips.

SGS-THOMSON Microelectronics GROUP OF COMPANIES
Australia - Brazil - China - France - Germany -Hong Kong - Italy - Japan - Korea - Malaysia - Malta - Morocco - The Netherlands -
Singapore - Spain - Sweden - Switzerland - Taiwan - Thailand - United Kingdom - U.S.A.
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